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Abstract—Virtualization obfuscators are commonly employed
to safeguard proprietary code or to impede malware analysis.
Despite significant efforts to combat these obfuscators over the
past decade, code virtualization continues to be an exceedingly
effective obfuscation technique. At the core of modern virtu-
alization obfuscators are the virtual machines (VMs), which
employ a variety of diversification techniques to complicate
their internal structures. Due to its intricate and diverse nature,
reverse engineering one VM is a time-consuming task and is
not useful in cracking other VMs. Yet, despite the success
of these VMs, there has been no systematic study of their
diversification techniques, creating a knowledge gap that needs
to be addressed to enhance VM deobfuscation.

This work aims to bridge the above gap. First, we catego-
rize and unveil the techniques under the hood of VM diver-
sification, from the perspectives of VM interpretation, byte-
code organization, and handler permutation/relocation. This
systematic knowledge about modern virtualization is a crucial
contribution to the field. Second, we develop an automated tool
to identify the VM diversification techniques adopted by state-
of-the-art virtualization obfuscators. The results demystify how
the VM diversification methods are deployed in practice. Third,
our research also involves patching current deobfuscation tools
using the newly revealed knowledge of VM diversification to
overcome their weaknesses. This outcome highlights how the
results of our study pave the way for next-generation VM
deobfuscation.

1. Introduction

In the realm of computing, virtualization generally refers
to the techniques that run virtual machines on versatile
platforms [1]. Besides the popular hardware virtualization
like VMWare [2], the power of virtualization has been
unleashed in software obfuscation for protecting commercial
software. Virtualization obfuscation converts the original
code (e.g., x86 instructions) into virtual bytecode that can
only be emulated by an internal virtual machine (VM). With
the advances in virtualization techniques in recent years, a
multitude of obfuscation products have become available on
the market [3]-[12] for various platforms and programming
languages.

It is not surprising that cybercriminals have quickly
caught up with technological trends. In fact, virtualization
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obfuscation has become the leading-edge technique adopted
by malware developers in order to frustrate malware ana-
lysts [13], [14]. Driven by huge financial gains, a large num-
ber of cryptocurrency mining malware and ransomware pro-
tect their secrets via code virtualization [15]-[19]. In May
2019, Chinese hackers infected over 50,000 servers around
the world with cryptocurrency mining malware, whose
kernel-mode rootkit is protected by code virtualization to
frustrate reverse engineers and malware researchers [17],
[18]. TikTok [20] adopts virtualization obfuscation to hide
its data collection behaviors. Overall, virtualization obfus-
cation is not necessarily a criminal-focused technique. It is
usually used for protecting benign and legitimate code, but
the abuse of virtualization immediately captured the atten-
tion of security professionals after it raised public concern.
As a result, many deobfuscation tools have been developed
with significant efforts to reverse engineer virtualization
obfuscation [21]-[29]. These tools have demonstrated their
effectiveness in cracking virtualization obfuscators, espe-
cially their early versions released before 2013.

In the ongoing arms race, virtualization obfuscator ven-
dors continually release updated versions of their products to
enhance resistance against reverse engineering endeavors. A
prevalent strategy among these vendors involves employing
diversification to generate a multitude of heterogeneous
VMs within the obfuscators. For example, in Oreans vir-
tualization obfuscators [3], each VM is defined by a unique
configuration file, as shown in Figure 13, specifying the
applied diversification methods, such as register relocation
and opcode permutation. Consequently, all VMs undergo
diversification, significantly escalating the complexity of
reverse engineering efforts.

Motivation. The current state of this arms-race is yet to
be fully understood. Both sides have proposed numerous
prototypes and tools, with their creators claiming superiority
over their opponents. In particular, VM diversification has
emerged as a game-changing technique that poses a signifi-
cant challenge to existing deobfuscation techniques. This is
because cracking one VM is no longer sufficient to analyze
others. However, the study of the modern VM diversification
techniques and their impact on deobfuscation is still unclear.

Additionally, recent studies [30]-[33] have raised con-
cerns over the insufficiency of deobfuscation tools’ capa-
bility. They reveal that the development of deobfuscation
is falling behind the pace of virtualization obfuscation. To
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catch up, it is crucial to gain a systematic understanding of
the new diversification techniques adopted by virtualization
obfuscators and how these techniques impede deobfuscation
tools. This forms the motivation for conducting this work.
Our Work. Our work involves three components.

The first part of our study is a qualitative
analysis to derive a taxonomy of diverse VM techniques.
Following a top-down perspective, our analysis models a
VM as a three-level process (interpretation, bytecode, and
handler). We discovered that modern obfuscators incorpo-
rate rich diversification techniques at each level. In total,
27 techniques belonging to 11 categories have been devel-
oped. Our study successfully demystifies the details of each
diversification technique, filling a critical knowledge gap.

The second part of our study incorporates

semi-automated methods to scrutinize the execution traces
extracted from programs obfuscated by existing tools. The
methods identify and extract the major techniques of diverse
VMs adopted by different obfuscation tools. The results
show that the techniques covered in our taxonomy have
been widely deployed in practice, significantly escalating
the difficulty of reverse engineering.

The VM diversification knowledge revealed

in this work offers plenty of opportunities to reinforce exist-
ing deobfuscation tools. We have patched existing tools to
overcome their limitations. The result shows that the patched
tools reveal a substantial increase in precision, a reduction
in errors, and a significant boost in overall performance
when compared to their original versions.

Contributions. Our main contributions are as follows.

o We present an in-depth taxonomy of the existing VM
diversification techniques, bridging a knowledge gap in
the current understanding of virtualization obfuscation.
We develop a new tool to detect and extract these VM
diversification features from state-of-the-art virtualiza-
tion obfuscators.

We applied the VM diversification knowledge to en-
hancing existing deobfuscation methods and observed
a significant improvement in their performance.

2. Background

2.1. Virtualization Obfuscation

In the realm of software security, the idea of virtual-
ization obfuscation has become one of the most sophisti-
cated code obfuscation techniques [34]-[36]. It transforms
selected program parts to bytecode in a customized virtual
instruction set architecture (ISA). At runtime, the byte-
code is emulated by an embedded VM running on the
real machine. Virtualization obfuscation can be seamlessly
integrated with other obfuscation schemes such as data
encoding [37], [38], metamorphism [39], [40], and control
flow obfuscation [41], [42], rendering traditional static and
dynamic analysis techniques ineffective [43], [44]. Over the
past decade, virtualization obfuscation has been developed
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as a set of commercial software protection products [3], [4],
[6], [8]-[11] and research tools [7], [45]-[47].

In recent years, mainstream virtualization tools have
been upgraded to diversify their bytecodes and VMs, pro-
ducing obfuscated programs that significantly differ from
each other. VM diversification refers to the technologies to
make the VMs highly disparate to evade the deobfuscation
analysis. For example, if one VM diversification can process
N features in the VMs and each feature has M possible
choices, then the obfuscator can generate M N different
VMs. These plenty of diversified VMs heavily impede de-
obfuscation efforts.

Code Virtualizer [3], developed by Oreans Technologies,
applies virtualization to user-defined code areas in various
executable program formats. It includes dozens of VMs
whose names combine an animal name and a color (e.g.,
“Fish-Black” and “Tiger-White”). The animal name refers
to a custom VM architecture, and the color is associated
with different variants of that architecture. This diversity
of VMs lays the foundation of Code Virtualizer’s strong
obfuscation capability, and as widely recognized [48], Code
Virtualizer’s diverse animal VMs have been a challenging
puzzle for virtualization deobfuscation. Oreans also devel-
ops two other software protection products, Themida [4]
and Winlicence [5]. The two products include the same
virtualization technique as Code Virtualizer, which we omit
for simplicity.

VMProtect [6] is another famous commercial virtualizer.
It supports various languages like C++, Visual Basic, and
Pascal. The main obfuscation mechanisms in VMProtect
include virtualization, mutation, and combined protection.
Instead of involving the animal VMs in Code Virtualizer,
VMProtect uses mutation as a lightweight way to support
VM diversity.

Tigress [7] is a virtualization obfuscator for C programs. It
was primarily developed by Professor Christian Collberg at
the University of Arizona. Tigress virtualization is source-
to-source, i.e., the original C program is translated to a
new C program with the VM and bytecode embedded. The
VM diversity in Tigress is achieved by applying a variety
of heterogeneous obfuscations to the virtualized program.
It supports abundant VM customization options, such as
opaque predicate insertion, data encoding, self-modifying,
and JIT compiling. Tigress compiles these diverse options
into four recipes [49] as user guidelines.

Code Virtualizer, VMProtect, and Tigress are widely
regarded as state-of-the-art virtualization obfuscators. They
are actively maintained, and their documents are up-to-date.
The commercial versions of these tools (Code Virtualizer
3.1.4, VMProtect 3.6.0, Tigress 3.3.2) are used in this work.
Other Obfuscators. We investigated many other VM-based
obfuscators but found that they do not fit our study. Rewolf-
x86-virtualizer [45] is a simple VM obfuscator for Windows
PE files. It failed to generate valid obfuscation results due
to the lack of active maintenance in the past ten years.
DynOpVm [47] implements a dynamic control-flow-aware
mapping between virtual and original instructions, but it is
not publicly available. Furthermore, VirtualMachineObfus-
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cationPoC [50] is a prototype software only handling spe-
cific instructions. Loki [31] is a recent obfuscator leveraging
Mixed-Boolean-Arithmetic, point function, and superopera-
tors. Loki is out of our scope because it is not virtualization-
based.

2.2. Deobfuscation: What Do We Have Now?

The research community has designed various automatic
deobfuscation methods to analyze the VM obfuscated code.
One intuitive method implemented in tools like Virtual De-
obfuscator [24] is to scan and match the patterns in virtual-
ized programs. However, this strategy is easy to circumvent
as the patterns are easily broken by the VM diversification
methods.

The second category of work attempts to reverse-
engineer the VM interpreter [21]-[25]. They focus on iden-
tifying the “decode-dispatch-based” interpretation, a con-
ventional way to implement an instruction set virtualiza-
tion [1]. The key feature is a central loop that fetches
virtual instructions based on the current value of a virtual
program counter. Then it dispatches to the corresponding
handlers that perform the actual behavior of that virtual
instruction. After recognizing the interpretation structure,
they simplify the handlers using approaches such as program
synthesis [51], symbolic execution [52], [53], or compiler
optimizations [28], [54]-[56].

The third deobfuscation strategy is to strip off the
virtualization obfuscation layer from the tedious execution
instructions [26], [27], [57], [58]. They adopt dynamic taint
analysis or concolic execution to identify the instructions
contributing to the actual program behaviors. As the state-
of-the-art work in this category, VMHunt [59] identifies the
context switches between the virtualized and normal pro-
gram portions, and then extracts the program logic related
to the context switches.

3. A Taxonomy of VM Diversification

In this paper, we define a new way to categorize the
VM diversification methods from a top-down perspective as
three levels. The top level is interpretation, which decides
the fundamental design of a VM, e.g., fetching bytecode
and calling the corresponding processing code. The middle
level is bytecode, which defines the bytecode format and
run-time environment. The bottom level is handlers, which
reveals how the virtualized code is actually executed on a
real machine. Figure 1 shows the structure of a VM and the
three-level abstraction.

Modern VM diversification can be applied to all three
levels to produce highly diverse VM implementations. Typi-
cally, a diversification method is designed as various options
for a VM feature. For example, on the interpretation level,
the VM design could be stack-based or register-based, so
two options are feasible. In fact, VM diversification actually
involves a combination of the various variants of these
features. If one VM diversification includes N features and
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TABLE 1: The three-level model and VM features.
Level

Interpretation

Features

* VM Construction: static, obf-time, run-time
* Instruction Set: CISC, RISC

« Dispatch flow: loop, threaded

* Architecture: stack-based, register-based

¢ Compound VMs: multiple, nested

¢ Context: direct, indirect

¢ Structure: linear, linked-list
* Opcode Permutation

¢ Bytecode Mutation

* Stealth Mode

Bytecode

Handler * Encryption
¢ Handler Mutation

e Jump Table

each feature has M possible options, then theoretically the
obfuscator can generate MY different diversified VMs.

The novelty and contribution of our work is to systemati-
cally examine the VM diversification features at each level.
Guided by the new categorization, we present an original
and comprehensive view of VM diversification methods,
which has not been presented by previous work and also
can be easily digested by the audience. Table 1 gives an
overview of the features to be discussed.

3.1. Top-level: Interpretation

The interpretation level plays a crucial role in defining
the overall VM architecture. It addresses fundamental ques-
tions regarding VM construction and the internal control
flow. The VM diversification on this layer encapsulates a
range of essential features as follows.

VM Construction. Based on when the actual VM is built,
the VM diversification can be divided into three different
styles: static, obfuscation-time, and run-time construction.
Figure 2 describes the three types, respectively. In Static
construction, VMs are hard-coded template codes that can
be directly inserted into a program. This method is easy to
implement but prone to reverse analysis. Since the VMs are
statically hard-coded into the obfuscators, their patterns are
fixed and easy to find. A more advanced type is obfuscation-
time construction, which constructs the VM from a set of
configurations during obfuscation time. The difference from
static construction is that the VM here is generated rather
than just a piece of static code, so the virtualizer has the
flexibility to generate different VMs. Virtualizers may also
implement run-time construction, so the VM does not exist
until the obfuscated program starts running. In this case,
the VM never appears in the binary code. One common
run-time construction technique is called Just-In-Time (JIT)
VM, as shown in Figure 2(c). The virtualizer translates the
VM and bytecode into an intermediate code bundled with
a JIT compiler. When the obfuscated program is running,
the JIT compiler will first compile the intermediate code to
an executable code (the VM and bytecode) and then run
from there. Therefore, the VM only appears in the run-time
memory.
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Figure 1: The architecture of a normal VM showing the interpretation, bytecode, and handler levels. The interpretation has
a dispatch-loop. The bytecode is a linked-list, where each node is one bytecode instruction. The Virtual Program Counter
(VPC) always points to the start of the current bytecode instruction. The dashed arrows represent possible memory access.

Modern VM diversification often uses obfuscation-time
and run-time VM construction to make every generated VM
different. Using Code Virtualizer as an example, when the
“Opcode Permutation” feature is on, it generates a different
location for the opcodes in every VM. Traditionally, finding
the opcode location is a milestone in cracking the VM. How-
ever, it does not apply to the obfuscation-time and run-time
VM construction, because every VM has a different opcode
location. Finding the opcode location in one VM cannot
be directly reused in another VM. Section 3.2 explains
more details related to opcode permutation. Consequently,
the dynamic features introduced by obfuscation-time and
run-time constructions dramatically increase the difficulty
of cracking these diversified VMs.

Dispatch Flow. Dispatch flow [60] indicates the control
flow structure of the interpretation procedure. VM obfus-
cators have adopted heterogeneous interpretation structures
to vastly diversify the VMs. Two main dispatch flows are
summarized as follows.

o Dispatch-Loop is the classic way to implement code vir-
tualization, as shown in the left part of Figure 1. The in-
terpretation process is implemented as a branch statement
inside a loop. In each loop iteration, the branch will fetch
the opcode from the current bytecode instruction and then
choose one handler to run based on the opcode. The loop
continues until all bytecode instructions are interpreted.

o Threaded Code is an alternative VM structure [61], [62]
adopted by commercial obfuscators to reduce the dis-
patch branch overhead in Decode-Dispatch architecture.
As shown in Figure 3, the bytecode operations, such as
VPC = next, are attached to the end of each handler.
Indirect jumps are employed to implement the dispatch
behavior. Hence the whole dispatch loop is removed,
which is why it defies the assumption held by many
deobfuscation works. The threaded code interpretation is
very popular in animal VMs from Code Virtualizer.

Virtual Instruction Set. A Virtual Instruction Set [63]-[66]
defines the instructions that a VM can interpret and execute
such as arithmetic computation (V_add, V_sub, ...), logic
function (V_gt, V_eq, ...), and data manipulation (V_load,
V_store, ...). Traditionally, two primary choices in the design
of VM instruction set are Complex Instruction Set Computer
(CISC) and Reduced Instruction Set Computer (RISC) [21].
The design choices diversify the number of handlers and the
functionality of each handler.

e RISC VMs are classical and straightforward VM designs.
It has more handlers where each handler only simulates
simple behaviors. Usually, one x86 assembly instruction
needs multiple handlers to simulate a RISC VM.

e CISC VMs have the opposite design. It uses fewer han-
dlers than RISC VMs, but each can simulate complex
behaviors. Typically, one CISC handler can simulate one
or multiple x86 instructions.

e Hybrid VMs contain both CISC and RISC handlers. The
VMs in Code Virtualizer have adopted this hybrid style.
Hybrid design can produce more robust obfuscated code,
but bytecode decoding is also more complex.

The RISC and CISC VMs in Code Virtualizer have
different types of instruction sets. RISC VMs have more
handlers than CISC VMs. Meanwhile, the function of each
handler in RISC VMs are much simpler than those in CISC
VMs. For instance, a CISC VM usually has a single and
independent handler to implement the arithmetic operation,
like V_add and V_sub handlers. However, a RISC VM needs
to combine several handlers or reuse certain handlers to
implement the same arithmetic operation. That means a
RISC VM has no official addition handler. Instead, it invokes
the V_load, V_store, and V_mov handler, which are much
simpler than V_add, to implement the addition operation.
The detailed statistical analysis can be found in Sec. 5.3.
Architecture. Modern VM diversification involves the fol-
lowing two VM architecture types.
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Figure 4: Two types of VM architecture to implement ad-

o Stack-based interpreter is a simple and classical VM dition operation add 0x1, 0x2.

design, where the operands are implicitly located in stack
frames. VMProtect [6] adopts this design style. Taking the
addition operation as an example, as shown in Figure 4
(a), V_add handler in VMProtect needs to pop two values
off the virtual stack and the second value is added to the
first value. Then the new first value is pushed back to the
virtual stack.

o Register-based interpreter has to specify the operands
explicitly, but it can significantly reduce the number of
executed instructions. Due to the difficulty of analysis,
register-based VM is more attractive to malware develop-
ers. Code Virtualizer [3] has implemented register-based
VMs. Figure 4 (b) shows an addition operation in a
register-based VM. The VM uses V_mov instruction to
move two values to different virtual registers. After that,
it uses the V_add handler to add those two values together
and then stores the result in another register using V_mov
again.

Compound VMs. VM diversification leverages compound
VM, i.e., combining multiple different VMs in a single ob-
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fuscated program. It raises a solid challenge to the existing
deobfuscation methods, but also at the cost of high overhead.
Two patterns are observed in the current VM diversification
methods.

Multiple VMs. The obfuscator provides a list of VMs with
various interpretation methods and architectures. Users
can apply different VMs to different sensitive areas in
the same program, so the execution trace of that program
contains multiple virtualized snippets of different VMs.
As a result, cracking one VM provides very little infor-
mation for cracking other VMs.

Nested VMs. The other compound VM scheme is to create
nested, multiple-layer virtualization [3]. It applies another
virtualization layer to an existing VM (usually a part of
the VM, e.g., handler functions), to transform the original
program into two nested-VM executions. We observe that
the number of instructions from nested-VM obfuscated
programs is 4.5X more than one single VM, so nested
VMs increase the cracking difficulty.
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All modern virtualization obfuscators support multiple
VMs by different implementations. Code Virtualizer pro-
vides complex nested VMs such as Puma, Shark, and Eagle.
We have identified the two internal nested VMs, e.g., Puma
is constructed by applying Tiger to Fish. More details are
reported in the analysis of Code Virtualizer in Section 5.3.
VM Context. A VM uses memory space to store the cur-
rent execution state, including the Virtual Program Counter
(VPC), virtual registers, virtual stack, etc. This memory
space is called VM context. It maintains the critical states
that guarantee the VM is running correctly. For example,
VPC saves the virtual instruction that will be executed next.

We have observed two types of VM contexts generated
by VM diversification, as shown in Figure 5. The first type
is direct context, a fixed length of memory allocated on
the stack. The second type is indirect context. The VM is
accessed by a list of indexes, whose locations are calculated
from a base address and an offset at run-time. The base
address and offset are set up at the VM initialization stage.
In Figure 5(b), the based address is saved in EBP, and the
VM context is accessed by dereferencing the addresses such
as ebp+67. The indirect context is more difficult to track
because the base address and offset change in every VM
execution.

3.2. Middle-level: Bytecode

Bytecode is the virtual instructions interpreted by a VM.
An obfuscator translates the original unobfuscated program
into this bytecode, which can be interpreted by the VM
during run-time. Traditionally, this intermediate-level code
is called “bytecode” because its opcode length is one byte.
Although we have observed that some VMs have multiple-
byte opcode, we still use the term bytecode to refer to the
intermediate representation in VMs.
Bytecode Structure. Bytecode must be organized using a
regular data structure to facilitate VM access and interpre-
tation. The basic way is to place the bytecode instructions
one by one inside a contiguous memory range like an
array. We call this bytecode structure contiguous. Tigress
and VMProtect adopt this basic structure. Figure 6 shows
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enum ops {

Locals = 116, Plus = 135, Load =60,

Goto =231, Const = 3, Store = 122, Return = 72
I3

unsigned char bytecode[41] = {
Locals,24,0,0,0,Const,1,0,0,0,Locals,24,0,0,0,
Load,Plus,Store,Locals,28,0,0,0,Const,0,0,0,0,
Store,Goto,4,0,0,0,Locals,28,0,0,0,Load,Return };

D0 9NN B W~
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20

int main() {
while (1) {
switch (*pc) {
case Const: pc++; (sp+1)->_int = *((int *)pc);
sp++; pc+=4; break;
case Load: pc++; sp->_int = *((int *)sp->_vs); break;
case Goto: pct+; pc+= *((int *)pc); break;

)

}

Figure 6: The bytecode structure in a Tigress VM to obfus-
cate the code: main(){int x; x++;}. The opcode and operand
of the bytecode are separately presented in red and blue.

an example of the bytecode in Tigress’ VM. It provides
source code level obfuscation. The bytecode is located in
the array bytecode in line 6. The bytecode can be divided
into two parts, opcode in red color and operand in blue color.
Note that some bytecode does not have operand. Bytecode
is the core structure in the VM obfuscated program. In
this contiguous structure, if the reverse engineer locates
any bytecode instruction, they are very likely to find the
rest bytecode around it. As a VM diversification feature,
obfuscators like Code Virtualizer implement linked-list as
the bytecode structure. In Figure 1, Every instruction is one
node in the linked list. The crucial parts of a node are the
opcode op and operands oprd. Note that they are placed
at a specific offset within the node, so the VM will use
[VPC+offset] to fetch the op from the bytecode instruc-
tion. The linked list structure breaks the contiguous con-
nection between two bytecode instructions and thus largely
increases the difficulty of locating all bytecode. Moreover,
the offset inside every node is randomized via the following
method to further impede reverse engineering.

Opcode Permutation. Opcode permutation means that the
locations of opcodes (and operands) are changed in every
obfuscated program. For example, the size of the gray
areas in Figure 1. If attackers know the opcode or operand
offset in one VM, they still have to search when reversing
another VM. Particularly, when the VMs are generated at
obfuscation-time or run-time as described in Section 3.1,
the opcodes are permuted differently even if the two VMs
are constructed using the same configuration. For exam-
ple, if two VM instances are constructed from Fish in
Code Virtualizer, they still have different opcode offsets.
Consequently, opcode permutation diversifies the bytecode
structure, forcing attackers to repeat the tedious work and,
thus, increasing the difficulty of reversing.

Bytecode Mutation. Because the original program is repre-
sented in the form of bytecode, it exposes opportunities to
mutate the bytecode program. Modern virtualization imple-
ments various mutation strategies. For example, it changes
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the order of running bytecode during the VM execution
without affecting the execution result. Taking the arithmetic
operation x + y + z as an example, this feature changes the
calculation order such the actual calculation process might
bex+z4+yory+z+ 2.

Another bytecode mutation strategy is to insert garbage

bytecode instructions. These instructions appear in the same
way as any regular bytecode instructions, but the associated
handlers do not perform any useful function. Consequently,
the garbage instructions interleave with actual bytecode
instructions, leading to a very heavy burden for reverse
engineers to distinguish them from normal bytecode instruc-
tions. The most obvious example is that Tigress generates a
huge amount of garbage bytecode by turning on the bogus
function option.
Stealth Mode. This VM diversification feature decides
where the bytecode and VM are placed in the obfuscated
program. One popular approach is to create a new, separate
segment in the executable file and then place the VM in
this segment. By default, Code Virtualizer creates a segment
named “.vlizer” and VMProtect creates ““.vmp” segment
to store the VM data. VMProtect lets users customize the
section name.

Placing a VM in such a separate segment directly ex-
poses the VM location in front of attackers. Therefore,
Code Virtualizer supports a diversification feature named
“stealth mode”, which lets users specify an area in the
source code for placing the VM. This area is compiled
into the .text segment with other normal functions. A
detailed example as shown in Figure 7. The VM is placed
inside the function StealthArea (line 3—-13). The macros
STEALTH_AREA_START (line 5) and STEALTH_AREA_END
(line 12) mark the start and end of the stealth area. Between
them is a sequence of the macro STEALTH_AREA_CHUNK as
placeholders (line 7-10). Usually, the size of one chunk is
4KB. In practice, the number of chunks is decided by how
much memory the VM uses. For example, Fish White uses
120KB of memory, requiring at least 30 chunks to reserve
enough space. Notably, the function StealthArea must be
used in the program so that compiler optimizations do not
remove it during compilation. The recommended way is to
create an always-false condition and then call StealthArea
under this condition, as shown in line 17. Code Virtualizer
can hide a VM by mixing it with regular program code
inside the .text section. Tigress directly inserts VMs into
the source code, which is stealthy by default.

3.3. Bottom-level: Handler

At the bottom-level, handlers are the concrete machine
code running to implement the actual program behavior. We
have observed that modern virtualization obfuscators intro-
duce various methods to diversify handlers against reverse
engineering.

Encryption. Because handlers represent the real program
logic, some sensitive data may appear during the execu-
tion, e.g., a magic number or encryption key. VMs adopt
encryption to hide the intermediate data in handlers. All
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1 |#include "VirtualizerSDK.h"
2

3 |void StealthArea(void)

4 1{

5 STEALTH_AREA_START

6

7 STEALTH_AREA_CHUNK

8 STEALTH_AREA_CHUNK

9 STEALTH_AREA_CHUNK

10 STEALTH_AREA_CHUNK

11

12 STEALTH_AREA_END

13 |}

14

15 | int main(void)

16 |{

17 if ((voidx)&MessageBox == (voidx)&Sleep)
18 StealthArea();

19 |}

Figure 7: Using stealth mode in Code Virtualizer.

critical values stored in memory are encrypted, so attackers
cannot find them by taking a memory snapshot. When the
obfuscated program runs, the value is decrypted just before
use and then encrypted again after use. These encryption
are light-weighted because they are very frequently called.
Two examples are shown in Figure 8. The first example
in Figure 8(a) adds and subtracts a constant key. The
encryption reads the plaintext from memory [esi], adds
an immediate value as the key, and saves the ciphertext
to memory [edi]. Decryption is the reverse process. The
constant key is generated during the obfuscation time and
hard-coded into the obfuscated program. This encryption/de-
cryption only involves one instruction and hence is a very
light-weighted form. It is leveraged to encrypt frequently
used data, such as virtual registers. Figure 8(b) shows a
more complex example, which involves two keys stored in
the memory. The first key is stored in [ebp+0xAC], which
is xor with the plaintext in edx. Then the result is further
subtracted by the second key in [ebp+0xA4] to produce the
final ciphertext. Unlike the previous type, the two keys here
are initialized when the VM starts running, so the keys can
be different in every execution. Therefore, this encryption
is stronger than the first type. On the other hand, it involves
more instructions and memory accesses, leading to heavier
overhead, so it is mostly used for less frequently used data
like the data in virtual memory.

Tigress hides the sensitive data via a variety of encoding
methods: encode literals, encode data, and encode arith-
metic. They replace integer or string literals with complex
but equivalent expressions. For example, it utilizes linear
algebra and modular arithmetic to encode integer multipli-
cation axb.

axb=-757949677+ ( ((3537017619* ( (1789355803 (1789355803b
+1391591831) ) -3670706997+ (1789355803*a+1391591831) )
-3670706997* (1789355803b+1391591831) ) +3171898074)
-3670706997;

Handler Mutation. This feature substitutes the code inside

a handler with an equivalent form. For instance, indirect

jumps are replaced by return instructions, like jmp eax
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// Encrypt edx

mov ecx, ebp
add ecx, OxAC
xor edx, [ecx]
mov ecx, ebp
add ecx, OxA4
// Encryption sub edx, [ecx]
mov ecx, [esi]
add ecx, 0x25195DC // Decrypt ecx
mov [edi], ecx mov ebx, ebp
add ebx, OxA4
// Decryption add ecx, [ebx]
mov eax, [edi] mov ebx, ebp
sub eax, 0x25195DC add ebx, OxAC
mov [esi], eax Xxor ecx, [ebx]
(@) (b)

Figure 8: The two commonly used encryption schemes in
Code Virtualizer.

can be replaced with push eax; ret. The instructions
involving registers are substituted by stack operations, like
mov edx [edx] are equivalent with push [edx]; mov
edx [esp].

Another mutation method is junk code insertion. Obfus-
cators create junk code from simple templates and apply
equivalence substitution and code disorder. For example,
Code Virtualizer commonly breaks one basic block into
multiple blocks connected by junk direct jumps. Calculating
values that are never used afterward is another typical junk
code pattern. For example, the calculation result is stored in
a register, but the register is never used before a new value
is written into the register. Tigress inserts opaque predicates
and places junk code in the infeasible branch.

Jump Table. A common way to organize handlers is to
index them by a jump table. For example, the addresses
of all handlers are stored in a contiguous memory range,
as shown in Figure 9. Normally, the VM first decodes the
offset from the bytecode, adds the offset to the base address
of the memory range, fetches the handler’s address, and then
transfers control flow to the starting address of the handler.

VM diversification shuffles the jump table and places
handlers at different addresses. Note that not only the han-
dlers in the jump table can be shuffled, but also the starting
address of the jump table can be relocated anywhere in the
memory. Therefore, every VM instance has a different jump
table. This diverse feature disables the effort of reusing the
jump table when reversing multiple VMs.

4. Methodology

This section explains the techniques behind our study.
Overall, we first run the obfuscated program with appropri-
ate inputs and record an execution trace. Next, We apply
dynamic analysis to recognize the VM parts and their com-
ponents. Then fine-grained analysis is performed to further
identify the specific VM diversification features.
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Memory
Decode
Handler4
Base
Address + Offset
\ ) o Handler3
®
Handler Index | —p» Handler2
._

Figure 9: The handler jump table in Code Virtualizer.

4.1. Recover Key VM Components

‘We have observed that VMs share some common behav-

iors, such as high-frequency called snippets and linear access
to a memory range. These behaviors are closely related to
the major VM components. For example, high-frequency
called snippets are likely to be handlers and linear access
to a memory range could be reading bytecode. Therefore,
tracking these behaviors is the anchor for detecting the key
VM components. More specifically, our dynamic analysis
focuses on the following behaviors in virtualized programs.
Frequently Executed Program Snippet. Frequently exe-
cuted snippets are a representative attribute of virtualiza-
tion obfuscation. They are more intensively executed than
other program parts. Usually, frequently executed snippets
are strongly related to handlers or dispatch components,
especially when they end with an indirect jump instruction.
These snippets are regarded as a starting point for analyzing
virtualized code.
Linearly Access to Memory Range. In virtualized pro-
grams, one essential behavior is linearly accessing a memory
range, namely accessing a memory range using a base
address and offset, where the base stays the same and
the offset changes. This behavior is typically connected
to the memory area where the VM bytecode resides. In
Figure 1, an example is accessing the opcodes and operands
in bytecode instructions.

Another linear access behavior is reading a linked list,
i.e., reading data using [base+offset] and using the data
as the new base address. This behavior is crucial for iden-
tifying bytecode interpretation. These linear access patterns
are naturally related to the bytecode structure. When the
VM is initialized, a list of bytecode is placed in a particular
memory area. Then the VM sequentially accesses the byte-
code area during the VM execution, reads the bytecode, and
interprets their behaviors.

Bytecode Branch Jumping. When interpreting the byte-
code, branch jumping is the core component among all VMs.
It jumps to different handlers based on the bytecode opcode,
as shown in the left part of Figure I. In practice, most
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bytecode jumps are implemented as a jump table, whose
index is calculated from the opcode, and the content is the
address of the corresponding handler.
VM Context. VM context refers to the run-time environ-
ment for a VM, which usually includes virtual registers and
memory, as shown in the middle part of Figure 1. Notably,
it maintains the virtual program counter (VPC), pointing to
the current bytecode instruction. Analyzing the VM context
highly benefits understanding the underlying mechanism.
One observable behavior is the “context switch” when
the program switches from one VM to another or between
native program execution and VM execution. If the switch
happens between VMs, the data from one VM context are
copied to another one. If the switch happens between the
native environment and a VM, all data in the actual registers,
like RAX are transmitted to the virtual context in VMs. These
behaviors provide a valuable hint to recover the details of
the VM context, so we track them to recover the specific
inner implementation of the VM context.
Dependency Analysis. Finding all the instructions that de-
pend on another instruction is crucial in our study. We use
two types of dependency analyses: data dependency and
control dependency. Data dependency discovers the “write-
read” relation between instructions, i.e., the previous instruc-
tion writes a value that a later instruction reads. Control
dependency discovers the path constraints of an instruction.
All these dependency analyses can be calculated as forward
or backward. In practice, these analyses are often used in a
hybrid way. A common scenario is to identify the bytecode
location from a handler code. We first use backward control
dependency to find the dispatch condition. Next, we follow
the data dependency to get the bytecodes that set up the
condition.

Encryption Detection. For the simple encryption functions
used in VMs, we extract their patterns and remove them.
Note that the encryption keys can be recovered from the
trace because the trace records all run-time data, such
as the registers and memory contents. For more complex
encoding schemes like Mixed-Boolean-Arithmetic transfor-
mation [67], a technique that converts normal arithmetic
calculation to a mixed form of Boolean logic (e.g. A, V,
@) and arithmetic operations (e.g. +, -, X). We adopted the
techniques used in previous reversing works [68], [69] to
analyze them.

4.2. Implementation

We implement a set of analysis tools to extract the
VM components mentioned above based on dynamic trace
recording and static disassembly output. Our tool, named
VM-Doctor, contains 2,000 lines of Java, 300 lines of
Python, and 200 lines of C/C++ code. We use IDA Pro
7.7 [70] with its Python API, IDAPython [71], to obtain
the static disassembly code, run-time trace, and perform
dynamic analysis. The recorded trace includes abundant run-
time information, such as the instruction and its memory
address, register contents, accessed memory address, and
memory content.
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Given the trace, VM-Doctor first extracts VM’s exit
and entry points, jump table, and handlers based on fixed-
form instruction sets. Then it finds the frequently executed
snippets and sorts them for checking linear access of a
memory area to search bytecode. Moreover, VM-Doctor can
identify junk code through pattern matching, which simpli-
fies the VM’s structure and eliminates possible interference
in the analysis process. VM-Doctor can vastly reduce the
tedious burden and boost efficiency for manual analysis,
saving security analysts from reading thousands of lines of
assembly code.

Open Source. The source code and analysis materials are
publically available at https://github.com/softsec-unh/VM-
Doctor.git.

5. Analysis

We pinpoint the VM diversification techniques used by
mainstream virtualization obfuscators in Figure 10. This
section thoroughly explains the details under the hood of
each obfuscator. We totally extract 27 VM diversification
features from cutting-edge VM-based obfuscators. Figure 11
shows the diversification features implemented by the differ-
ent VM variants. The greater number of features present in
a VM variant, the higher associated complexity it is. Code
Virtualizer’s VM variants have the most number (16) of
diversification features on average.

5.1. VMProtect

VMProtect is relatively simple compared to the other
two obfuscation tools. Its VM architecture is RISC and
stack-based. VMProtect uses static VM construction because
all obfuscated programs use the same VM template. We
can identify a clear dispatch-loop interpretation. It supports
multiple-VMs by allowing users to insert various macros
into different locations.

VMProtect uses a contiguous bytecode arrangement. In
particular, VMProtect keeps a crypto key in the EBX register
for decrypting bytecode opcodes and operands. The key is
updated for every handler during run-time. We also figured
out the unique usage of other registers. EBP stores the top of
the virtual stack. EST contains the virtual program counter
(VPC). The base address of VM context is saved in EDI.

VMProtect supports two diversified VMs: normal and
ultra. The former applies simple virtualization, and the latter
includes mutations. We compare two VMs and discover that
the entire VM structures are similar. The mutations mainly
happen on the handler level, involving dead store code,
opaque branching, jump obfuscation, and code duplication.

5.2. Tigress

Tigress provides virtualization as the main obfuscation
method and a variety of other options that can be used
together with virtualization. Tigress has recommended sev-
eral VM configurations as recipes (R2 - R4). For a clear
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Figure 10: The diversification techniques used by VMProtect (Normal, Ultra), Tigress (Basic, Recipe 2-4), and Code

Virtualizer (Fish, Tiger, Dolphin, Puma, Shark, Eagle).

comparison, we include a basic recipe that only enables
basic VM obfuscation.
Basic Recipe. This basic configuration implements a static
VM template with a clear VM structure. Unlike Code
Virtualizer and VMProtect, which mainly use one dispatch
method, Tigress supports various dispatch flows. For exam-
ple, the traditional dispatch-loop includes different imple-
mentations via branch and call instructions. The threaded
code also provides various implementations, such as direct,
indirect, and linear/binary search. The basic recipe also
incorporates bytecode and handler-level diversity features
such as instruction handlers obfuscation, VPC obfuscation,
bogus functions, and implicit flow. Conditional jumps with
opaque predicates are commonly found inside handlers.
Recipe 2. R2 employs self-modification on the handler level
so that a handler can change itself at run-time. Specifically,
it translates the indirect jump instructions to direct jumps
using a fixed x86 assembly pattern. This technique helps
Tigress circumvent those deobfuscation techniques relying
on detecting the indirect jumps, but the drawback is that the
number of patterns is very limited.
Recipe 3. This recipe leverages the JIT compiling diversify
VMs dynamically. The Mylit library [72] is employed for
generating and executing machine code at run-time, which
means the VM is dynamically constructed in run-time mem-
ory. Our analysis uses techniques similar to tracking packed
software. We identify the OEP (Original Entry Point) and
recover the whole VM execution afterward.

TABLE 2: The handlers and jump table statistics from
Fish/Tiger/Dolphin VMs. “N” means the number of han-
dlers. “Avg Length” is the average length of every handler
measured by the number of instructions.

Avg Length  Jump Table Size
AL N (Inst. #) (Byte)
Fish 150 1,562 600
Tiger 882 206 3,528
Dolphin 334 214 1,336

Recipe 4. R4 adds handler-level diversification methods:
function merging and literal encoding. Function merging
puts two or more functions into a new function. Literal en-
coding encrypts integers or char strings to opaque functions
that build them at run-time.

5.3. Code Virtualizer

The VMs in Code Virtualizer are named after an animal
plus a color. In our observation, the VMs with different col-
ors only include trivial changes mostly within one handler,
e.g., the handler in black has more junk code than that in
white. VMs with different colors do not vary on the whole
architecture or bytecode, so we ignore the colors and only
focus on the VMs with different animal names.

All VMs in Code Virtualizer adopt obfuscation-time
VM construction. Instead of being hard-coded, every VM
is defined by an internal configuration that designates the
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Figure 11: The comparison of VM diversification techniques
used by four different VM variants.

features to be enabled or disabled. For example, the Fish VM
enables features like “Opcode Permutation” and “Relocate
Handlers.” When obfuscating a program, Code Virtualizer
reads the configuration file and constructs the VM as needed.

Code Virtualizer implements multiple VMs by adding
preprocessing macros to different locations inside the C
source code. Notably, it allows users to specify VM names
in macro to obfuscate different code sections with different
VMs.

Fish. Among all the VMs provided by Code Virtualizer, Fish
has the lowest complexity and the highest speed. It is a 32-
bit VM using 120KB of memory. Code Virtualizer uses a
number between 0~100 to describe the VM’s running speed,
where 100 is the highest, and O is the slowest. Fish White’s
speed is 90, meaning it is very speedy. Similarly, another
number between 0~100 describes a VM’s complexity. The
Fish’s complexity number is 10, indicating a considerably
low complexity.

That said, Fish still keeps regular VM components with
several diverse features. First, Fish uses threaded code inter-
pretation architecture. Table 2 calculates the handler statis-
tics showing that Fish has 150 handlers, less than other VMs.
Figure 12 compares the handler execution times between
various VMs when obfuscating one additional operation.
Fish uses around 20 handlers running multiple times. A
smaller handler set and jump table with higher execution
frequency indicate that Fish is at the CISC end of the VM
design spectrum.

The average handler length is 1,562 instructions. We
successfully observed permutate handlers, opcode permuta-
tion, junk code, and relocate VM context and handlers. Our
analysis can successfully identify the handlers and opcodes
inside Fish. Also, we found encryption operations at every
handler’s start and end to protect bytecode operands.
Tiger is a 32-bit VM using 550KB memory with a com-
plexity value of 15 and a speed value of 96. Tiger also
leverages a threaded interpretation structure. Tiger is a RISC
VM, reflected by its number of handlers and the jump table

VMs

Dispatch Flow
2

VMs

Dispatch Flow
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size. Table 2 shows Tiger has 882 handlers, nearly 6x than
the Fish’s handler number. Thus, the Tiger’s jump table size
is significantly larger than the Fish’s. The RISC indicates
that Tiger has more specialized handlers rather than reusing
existing handlers. Figure 12 shows Tiger has lower handler
execution times when performing the same operation.

One interesting observation is that Tiger’s handlers are
shorter than Fish’s. We found that Tiger does not apply
encryption inside the handlers. It directly loads operands to
the VM context as plaintext, performs the calculation, and
then saves the result as plaintext as well. This is a trade-off
between handler number and performance. Given the larger
number of handlers in Tiger, if every handler had built-in
encryption, the VM size would expand and lead to high-
performance costs.

Dolphin takes 207KB of memory with a complexity value
of 26 and a speed value of 86. Its interpretation structure
is still in threaded code. Table 2 shows that Dolphin has
334 handlers, each of which, on average, contains 214
instructions. These numbers are between Fish and Tiger so
that the Dolphin can be viewed as a hybrid VM between
RISC and CISC. Figure 12 shows that Dolphin uses more
handlers and runs them more than Fish and Tiger for the
same operation.

One interesting finding about Dolphin is that it imple-
ments a relocatable VM context, e.g., adding a different
offset to the original memory location whenever the VM
initializes. It hides VM context to impede reverse analysis.

Puma, Shark, Eagle. These three VMs are compound VMs
created by nesting two VMs discussed above, i.e., a second
VM is used to obfuscate part of the first VM, like handlers.
These nested VMs are larger and more complex than the
single VMs.

We further identify which exactly VMs are included
inside the nested VMs. First, we search for the context
switches occurring at the entry and exit of VM execution.
Figure 15 in the Appendix shows an example of such
operations. Next, we detect the handler jump table and then
compare the handlers inside the table. Consequently, we
find that Puma is constructed using Fish as the first VM
and Tiger as the second VM. Shark is the opposite, i.e.,
using Tiger as the first VM and Fish as the second. Eagle
is constructed from Dolphin as the first and Fish as the
second. In most cases, the second VM is used to protect the
first VM’s handlers.

After detailing the diversification features of each VM
variant, we conducted a comparison of four VM variants:
VMP-Normal, Tigress-Basic, and Fish, Puma. VMP-Normal
and Tigress-Basic recipe both possess their most fundamen-
tal virtualization techniques. Fish is a classic VM variant of
Code Virtualizer, featuring most of its features, while Puma
is a variant based on Fish with nested VM capabilities. We
focused on 11 feature categories to highlight the differences
in how these VM variants handle diversification. Figure 11
illustrates the varying features of four VM variants. We can
see that the more diversification features a VM variant has,
the higher its design complexity. Fish and Puma, with 15
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Figure 12: Compare the handler execution times between Fish, Tiger, and Dolphin VMs.

and 16 features respectively, are clearly the more complex
VM variants, and they look very similar, as they have
applied features in every category without any zero counts.
However, Puma includes an additional feature, nested VMs,
in the compound VMs category compared to Fish, which
significantly increases its complexity. Tigress-Basic is more
complex than VMP-Normal because VMP-Normal does not
utilize any features in the Jump Table, Handler Mutation,
and Bytecode Organization categories. In contrast, Tigress-
Basic only lacks features in the Jump Table category.

6. Deobfuscation Enhancement

This section reports our experiences of using the VM
diversification knowledge to enhance existing deobfuscation
tools. We prefer newer tools with detailed documents and
well-organized source code because improving these tools
requires a significant amount of work, including reading
the source code, analyzing the weaknesses, designing/im-
plementing our patch, and testing the patched tool. Virtual
Deobfuscator [24], VMHunt [59], and Syntia [73] represent
three different types of VM deobfuscation methodologies
(pattern matching, symbolic execution, and program synthe-
sis). Virtual Deobfuscator performs analysis on an execution
trace and identifies the instruction patterns for extracting the
interpreter’s logic and removing the redundant instructions.
VMHunt identifies the virtualized parts and extracts the
kernel part of the VM based on a program trace recorded by
Intel Pin. Syntia splits a program trace into trace windows
and feeds random inputs to every window to produce input-
output pairs that describe the semantics of each window,
then synthesizes a program with the same semantics. Our
success in improving them demonstrates that the VM diver-
sification knowledge summarized in this work is general and
helpful in enhancing heterogeneous deobfuscation tools.

6.1. Benchmark

A good benchmark is essential to the success of our
study, which we envision should carry the following prop-
erties.
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1) Objectiveness. The benchmark programs should be pro-
vided by a disinterested third party that also works on
obfuscation/deobfuscation.

Diversity. The benchmark programs should cover a vari-

ety of functionalities and code structures.

Ground Truth. The benchmark programs are easy to

understand such that we can verify the deobfuscation

result.

4) Applicability. The diverse VMs in Code Virtualizer, VM-
Protect, and Tigress are applicable to these programs
since these features are crucial barriers to today’s de-
obfuscation.

According to the above criteria, we identify an obfusca-
tion benchmark from Banescu et al [74]. It is developed by
researchers independent of any of the obfuscation providers.
It includes a variety of C programs covering basic I/O
functions, basic algorithms, and crypto hash functions. Note
that Tigress is a source-to-source obfuscator for C programs
so using C programs is necessary. The benchmark includes
explanations of the programs so the ground truth is easy to
verify.

2)

3)

6.2. Virtual Deobfuscator

We enhance Virtual Deobfuscator [24] to handle the
Fish, Tiger, and Dolphin VMs. We found that Virtual De-
obfuscator cannot give helpful information when processing
the programs obfuscated by Fish. Mechanically, it takes an
execution trace as the input and clusters the repeat instruc-
tions as the VM components. The remaining instructions
are regarded as the original program logic. Taking a more
careful look at the result, we find the clustering result
includes false positives (the instructions belong to normal
program logic but are clustered) and false negatives (the
instructions belong to VM structure but are not clustered).
Weakness Analysis. The VM diversification knowledge
learned from this work helps us quickly determine the
reasons for these errors. The false negatives are due to
the VM context initialization, which should be clustered as
the VM components but falsely recognized as the program
logic. Virtual Deobfuscator only regards repeat instructions
as VM components, whereas most VM initialization code
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only executes once. Take the Fish as an example. Virtual
Deobfuscator only correctly clusters 1,752 out of 6,433
instructions for the VM context initialization, missing the
rest of 4,681 instructions.

On the other hand, the false positives are because of the

threaded interpretation structure adopted by VM diversifi-
cation. The handlers between the operations for updating
VPC and handler jumps are falsely recognized as VM
components. Fish VM falsely clusters 50,889 instructions
as handler jumps and VPC operations, but these operations
only use 7,620 instructions. The false-negative and false-
positive rates are shown in Table 3.
Patching. First, we pre-processed the trace using VM-
Doctor and marked the VM context initialization and the
threaded transfer part. Second, we modify the Virtual Deob-
fuscator to consider these marks when searching for repeat
instructions. For example, it gives a higher priority when
searching from these marked instructions.

Our patched Virtual Deobfuscator largely reduces the
false-negative and false-positive rates. It correctly recognizes
all VM components, including the VM context initialization,
VPC operations, handler jumps, and threaded code parts
of the dispatch structure, thus lowering the false-negative
rate to zero. While the result includes some junk handlers,
the false-positive rate drops significantly compared with the
original version. Hence this enhancement improves deobfus-
cation precision and also helps the later analysis steps on
Fish, Tiger, and Dolphin. The comparison result is shown
in Table 3.

We observe no direct relation between FNR and the VM
complexity (Fish has the lowest complexity and Dolphin
has the highest). We calculated the FPR/FNR based on the
number of instructions from the run trace before or after
deobfuscation. Although Fish has the lowest complexity (as-
signed by the official Oreans configuration file), the program
obfuscated by Fish has more instructions on its run trace
than those obfuscated by Dolphin.

Overall, False Positives (FPs) occur because the Vir-
tual Deobfuscator mistakenly identifies certain instructions
(VPC update instructions, handler jump instructions, and
even some garbage handlers) as VM components. The more
frequently such instructions are misclassified as VM com-
ponents, the more FPs there are. Particularly, Dolphin’s
FP remains relatively high because: (1) Dolphin’s VPC
implementation is more complex than that of Fish and Tiger,
complicating the removal of VPC-related instructions during
the patching process; (2) Dolphin inserts fewer garbage
handlers than Fish and Tiger in its implementation, which
results in fewer instructions being removed than that in Fish
and Tiger.

6.3. VMHunt

We enhance VMHunt [59] to handle the nested VMs,
i.e., Puma, Shark, and Eagle VMs, because we found that
VMHunt has difficulties in processing them. Technically,
VMHunt takes an execution trace as input and separates the
virtualized snippets based on context saving and restoring
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instructions. Then, it extracts the virtualized kernel of each
snippet and runs multiple granularity symbolic execution
to obtain the semantics of the virtualized code. Checking
Puma, Shark, and Eagle results, we find that around 32% of
the virtualized snippets are irrelevant to the original program
logic. Removing redundant instructions will help VMHunt
more precisely extract each snippet’s virtualized kernel.
Weakness Analysis. Junk handlers are the main factor
impeding VMHunt’s analysis, especially the virtual kernel
extraction. From the VM diversification knowledge, we
learn that junk handlers are irrelevant to the original program
logic, but VMHunt will treat them as virtualized snippets
according to the context switch pattern. Taking Puma as an
example, VMhunt extracts 51 virtualized snippets from a
trace, but 17 of them are junk handlers. That means VMHunt
wastes 1/3 of the time analyzing the junk handlers.
Patching. First, we add more heuristics for pairing context
switch instructions. If context saving or storing instructions
appear between another pair of context saving and storing
instructions, it will be identified as a nested VM type.
Second, we encode the junk handler pattern into VMHunt
to recognize and remove them. The patched VMHunt can
generate a much simpler extraction result than the original
version. It correctly removes all the junk handlers from the
inner VM. As shown in Table 3, the original version of
VMHunt extracts almost 50 virtualized snippets on nested
VMs, and 33% of them are detected as junk handlers. Our
enhancement can help VMHunt remove over 11 million
(1,150,100) instructions on average, and significantly accel-
erate VMHunt’s performance.

6.4. Syntia

We found that the program synthesis in Syntia is very
time-consuming, especially for the complex VMs in Code
Virtualizer. We use the VM diversification knowledge to an-
alyze and improve Syntia’s performance bottleneck. Syntia
contains three steps to obtain deobfuscation results. First,
the instruction trace is dissected into multiple windows. Sec-
ond, it generates random input-output pairs to describe the
semantics for each trace window. Last, it executes program
synthesis to find an expression that maps all inputs to their
relevant outputs in each trace window.

Weakness Analysis. The synthesis time in Syntia is heavily
affected by the number of trace windows, which are split at
indirect branches. From our VM diversification knowledge,
we learn that indirect jumps appear a lot inside VMs,
wasting Syntia’s time on too many trace windows that are
actually irrelevant to the real program logic.

Patching. First, we use context switch patterns to separate
the virtualized code. Second, we remove the handler jump
table and virtual environment initialization content from the
virtualized code trace. For the rest of the trace, we dissected
it by indirect jumps to get trace windows and then ran the
sampling and synthesis. From our experiment, the number
of reduced trace windows generated by simplified trace is
90 less on average for Tiger, Dolphin, and Puma, as shown
in Table 3. It saves 1,317 seconds as the total synthesis time
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TABLE 3: Comparison of three deobfuscation tools before and after our enhancement. For Virtual-Deobfuscator, we compare
the false-negative (FN) and false-positive (FP) rate. For VMHunt, we show the number of virtualized snippets and instructions
on Puma/Shark/Eagle. For Syntia, we present the number of trace windows and total synthesis time for Tiger/Dolphin/Puma.

Fish

Tiger Dolphin

Virtual-Dobfuscator ENR (Before/After)

FPR (Before/After)

72.70% / 0.00%
85.02% / 40.04%

75.86% / 0.00%
91.67% / 39.02%

63.04% / 0.00%
93.54% / 76.31%

Puma Shark Eagle
VMHunt # of VM Snippet (Before/After) 51734 49 /43 46 /22
# of Instruction (Before/After) 3,764,280 / 2,705,520 1,464,806 / 1,285,442 4,240,004 / 2,027,828
Tiger Dolphin Puma
Syntia # of Trace Window (Before/After) 340 / 290 1,385/ 1,321 2,427 12,271
Synthesis Time(s) (Before/After) 3,808 / 3,190 15,927 / 14,795 27,182 / 24,981

for Syntia. In this case, Syntia’s deobfuscation results stay
the same, but its performance has been greatly improved.

7. Discussion

Related Work. Code virtualization has attracted many re-
searchers working on deobfuscation. Due to the widely
used dispatch-loop-based VM, many previous deobfuscation
works focus on this particular type [21]-[25]. For instance,
Sharif [22] adopts dynamic binary analysis to detect the
dispatch loop and find the mappings between bytecode and
related handler functions. However, our result shows that
many modern VMs have adopted a variety of interpretation
structures, so the dispatch loop cannot be found in most of
the VMs, and thus, these lines of approaches do not work
on modern VMs.

The other line of research works does not assume the
underlying VM structure. They directly process the obfus-
cated program to analyze the control/data dependencies [26],
[27], [57], [58]. For example, Coogan et al. [26] track the
instructions that affect system call arguments to approximate
the original program. Yadegari et al. [27] rely on forwarding
taint analysis to find all instructions influenced by input
values. However, our work reveals that modern VMs involve
diverse features, intensely confusing the data analysis and
thus disabling these lines of work. It is almost impossible
to deobfuscate the modern VMs without understanding the
underlying VM.

Some other recent studies also started to explore the
knowledge of virtualization. Li et al. [75] leverage a spe-
cial group of Intel instructions as “anchors” to locate and
extract the knowledge-related instructions from obfuscated
programs. The SoK work [30] simply tests and summarizes
the existing deobfuscation methods and shows the limita-
tions and difficulty of automatic deobfuscation. Notably, this
SoK work listed 15 deobfuscation tools but actually only
tested 4 in their experiments without any enhancements.
Nevertheless, these works did not further discuss the di-
verse VMs and the under-the-hood techniques, which is our
work’s main contribution.

Non-Virtualization Obfuscations. Since Collberg’s pio-
neering work [76], various obfuscation strategies have
emerged. In general, these obfuscation techniques can be
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categorized from three different aspects: control flow, data,
and program layout.

Control flow obfuscation techniques [77] complicates
a program’s control flow. One of the most common tech-
niques is bogus code insertion [78], which introduces dead
or dummy code that is never executed. Opaque predi-
cates [79] is often used for complicating the control flow
by inserting unpredictable conditions. Loop transformations
(e.g., unrolling, insertion, and modification [80]-[82]) and
instruction-level reordering and hiding [83], [84] transform
a program’s control flow to a more complex form. In-
lining [85] and cloning [86] techniques obscure function
calls by replacing them with function bodies or creating
multiple versions. Self-modifying code [87] adds further
complexity at runtime, where polymorphism [88], branching
functions [89], and jump table transformations [90] are
commonly used.

Data obfuscation targets the program’s data struc-
tures [91] using techniques like array obfuscation [92],
which splits, merges, folds, or flattens arrays [93], [93]-
[95]. Variable obfuscation [96], [97] encodes variables, sub-
stitute them with functions, or splitting/merging them [98]—
[100]. Class transformation [101] confuses data by split-
ting/merging classes [102], [103] and flattening class hier-
archies [103]. Other data obfuscation methods include code
substitution [104] and data encryption [105], [106].

Layout obfuscation alters the program’s structural pre-
sentation [107], mainly by renaming identifiers [108],
removing comments, and stripping debugging informa-
tion [103]. This makes reverse engineering more difficult
since key information has been stripped. Techniques like
Instruction Set Randomization (ISR) [109], Address Ran-
domization [110], and Address Space Layout Randomiza-
tion (ASLR) [111] also fits into this category.
Limitations. One weakness of VM-Doctor is that some
frequently executed snippets are mistakenly recognized as
VM handlers. Currently, this problem is mitigated by adding
more heuristics constraints and performing manual analysis.
The exact false positive and false negative rates are difficult
to calculate because the ground truth of these diverse VM
features is unavailable. Another weakness comes from the
anti-debugging functions in the obfuscators, which some-
times frustrate the trace module of VM-Doctor. Although
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this is out of the scope of this work, incorporating anti-anti-
debugging technology will benefit VM-Doctor in handling
future VMs.

8. Conclusion

After studying for over a decade, virtualization obfus-
cation is still recognized as one of the most advanced soft-
ware obfuscation techniques. This paper conducts the first
thorough investigation to reveal the diversification methods
behind the VMs inside popular obfuscators. we first conduct
an in-depth study to systematize the VM diversification
techniques from the perspective of interpretation, bytecode-
encoding, and handlers. Our insight is that heterogeneous
VMs with various features can break the assumptions in
existing deobfuscation works. second, we develop an au-
tomated analysis tool to capture and analyze these VM
diversification features. Enhanced by our newly revealed
knowledge, multiple existing deobfuscation tools obtain sig-
nificant improvements. In conclusion, our work unveils the
crucial VM diversification techniques in the state-of-the-art
obfuscators, and paves the way toward effective deobfusca-
tion methods.
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Appendix A.

Figure 14 shows an example of using Code Virtualizer
to protect a simple C/C++ program. The normal procedure
of using Code Virtualizer obfuscation involves three steps.

1)

2)

3)

In the source code, marks (e.g., macros in C/C++ code)
are inserted around the sensitive areas that need virtual-
ization. As shown in Figure 14, VIRTUALIZER_START
and VIRTUALIZER END are macros marking the start
and end of the obfuscated code. In this case, only ¢
a+b at line 8 will be obfuscated.

The source files are compiled using a standard compiler
like GCC or Microsoft Visual Studio. Then the object
code is linked to a library provided by Code Virtual-
izer to produce an executable file. Until this step, the
marked area has not been obfuscated.

Code Virtualizer translates the marked area to byte code
and appends the VM to the final obfuscated binary
code.

—_ =
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[Main Machine Processaor]

Bx31A3BC1G
InternalConve evel = 1
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HideInternalRegs = Yes
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RelocateRegs
RelocateStages = Yes
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RelocateHandlers

JoinUndefinedOpcodes
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EnableHandlerTi
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Figure 13: The VM configuration in Code Virtualizer.

#include "VirtualizerSDK.h"

int main()
{
int a
int c

0x3333, b = 0x4444;
0;

VIRTUALIZER START
c=a+b;
VIRTUALIZER_END

Figure 14: A program obfuscated by Code Virtualizer.

1 |// VM Entry code
2 [ jmp loc_70960E
3 | pushf

4 |push esi

5 |push ebp

6 |push edi

7 | push  ebx

8 |push  edx

9 |push ecx

10 | push  eax

11 |jz loc_6A901A
12

13 |// VM exit code
14 | pop edi

15 | pop esi

16 | pop ebp

17 | pop ebx

18 | pop edx

19 | pop ecx
20 | pop eax
21 | popf
22 | retn 0

Figure 15: Example of VM entry and exit code.
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Appendix B.
Meta-Review

B.1. Summary

Virtualization obfuscation is one commonly used soft-
ware obfuscation technique. This paper focuses on Virtual
Machine diversification techniques deployed inside popular
obfuscators. Specifically, the authors analyze VMProtect,
Code Virtualizer, and Tigress, extracting 27 obfuscation
techniques across 11 categories. Then, they use insights
from their analysis to improve multiple existing deobfus-
cation tools.

B.2. Scientific Contributions

o Creates a New Tool to Enable Future Science

o Addresses a Long-Known Issue

o Provides a Valuable Step Forward in an Established
Field

B.3. Reasons for Acceptance

1) The authors promise to make publicly available the
source code and analysis material. This is an important
step towards further improvements of obfuscation tech-
niques which are used in practice and affect millions
of users.

2) The fact that obfuscation is such an adversarial field,
with few practitioners publishing papers makes this
work really valuable, since its insights and taxonomies
can be used as a starting point to evaluate and improve
future research in the area.
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